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Preface

The first generation Rackspace Cloud Servers™ is a compute service that provides server
capacity in the cloud. Cloud Servers come in different flavors of memory, disk space, and
CPU, and can be provisioned in minutes. There are no contracts or commitments. You can
use a Cloud Server for as long or as little as you choose. You pay only for what you use and
pricing is by the hour. Interactions with Rackspace Cloud Servers can occur through the
Rackspace Cloud Control Panel (GUI) or programmatically through the Rackspace Cloud
Servers API.

c Important

During 2015, all First Generation servers will be migrated to Next Generation
servers, on a rolling basis.

Notification from Rackspace will be sent to customers informing them of their
30-day window to complete the migration of the specified servers. If you take
no action, your server will be migrated for you.

To migrate your servers, during your migration window, simply perform a SOFT
reboot, either from the Control Panel or by using the reboot API operation (see
Section 3.3.1, “Reboot Server” [38]). The migration process will preserve all
data and configuration settings.

During the 30-day migration window, performing a HARD reboot will reboot
the server without triggering the migration.

You can see information about your migration window's open and

close dates, use the Get Server Details operation (see Section 3.1.3,

"Get Server Details” [29]), and look in the metadata section

of the response for "FG2NG_self_migration_available_till" and
"FG2NG_self_migration_available_from" key pairs. If your migration window
has not been scheduled, you will not see these metadata keys.

For more information about the server migration see the Knowledge Center ar-
ticle: First Generation to Next Generation cloud server migration FAQ

We welcome feedback, questions, comments, and bug reports at
support@rackspacecloud.com.

1. Intended Audience

This guide is intended to assist software developers who want to develop applications by
using the first generation Rackspace Cloud Servers API.

To use this information, you should have access to an active Rackspace Cloud Servers ac-
count, and you should also be familiar with the following concepts:

» Rackspace Cloud Servers service
» ReSTful web services
« HTTP/1.1

viii
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¢ JSON and/or XML data serialization formats
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2. Document Change History

This version of the document replaces and obsoletes all previous versions. The following ta-
ble describes the most recent changes:

Revision Date

Summary of Changes

January 30, 2015

Updated following sections with information about the migration of First Gen servers to
Next Gen servers: Preface [viii], Section 3.3.1, “Reboot Server” [38], and Section 3.1.3,
"Get Server Details” [29].

January 17, 2014

Updated Section 3.1.4, “Update Server Name / Administrative Password” [31]

November 4, 2013

Added warning about 1st gen servers and new customers: Section 4, “Pricing and Service
Level” [xii] and Section 3.1.2, “Create Server” [25]

September 26, 2013

Added section Section 2.12, “Role Based Access Control” [20]

June 24, 2013

Added important note that user may choose any endpoint regardless of account origin.

May 23, 2013

Updated "control panel" to "Control Panel."

January 10, 2013

Updated Section 3.1.2, “Create Server” [25] to change file size limit for file injection from
10 KB to 2 KB.

October 16, 2012

Updated the list servers APl operation to include cURL examples of the list servers request.

September 21, 2012

Updated the create backup schedule API operation to list 202 Accepted as the successful re-
sponse code. See Section 3.6.2, “Create / Update Backup Schedule” [57].

September 17, 2012

Added pricing and service level agreement. See Section 4, “Pricing and Service Lev-
el” [xii].

September 7, 2012

Updated the list images JSON and XML examples to reflect the latest images.

Updated the shared IP group feature description in the Section 3.1.2, “Create Serv-
er” [25].

August 31, 2012

Updated JSON request example in resize server to remove quotes from integer value. See Ex-
ample 3.25, “Resize Server: JSON Request” [41].

August 15, 2012

First generation Cloud Servers UK launch. Added authentication endpoint for UK accounts.

August 7, 2012

Updated the shared IP group feature description in the Section 3.1.2, “Create Serv-
er” [25].

August 1, 2012

Updated examples for list servers, create server, get server details, update server name, list
images, get image details, list flavors, get flavor details, resize server, and rebuild server op-
erations.

Moved JSON examples before the XML examples because JSON is the default.

Added a note to the create shared IP group operation.

July 18, 2012 ¢ Updated examples in versions calls.
July 9, 2012 » Changes to authentication and the Cloud services catalog.
June 21, 2012 ¢ Reduced size of title in the PDF.
June 7, 2012 ¢ Updated title to First Generation Cloud Servers.
May 22, 2012 ¢ Added workaround information to the "Caching" section for the issue with the request head-
er being ignored by the varnish server.
* Updated get server details with information about fields returned in the response body.
¢ Updated list servers with new response examples.
May 17, 2012 * Updated the share an IP address and unshare an IP address operations with details about
URI parameters and request body attributes.
* Updated the get image operation to correct the XML and JSON examples.
¢ Updated descriptions for APl operations to make them consistent.
May 16, 2012 * Updated error on the share an IP address operation page.
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Revision Date Summary of Changes

Minor update for get image details.

May 8, 2012 * Updated Section 3.1.2, “Create Server” [25] with guidelines about file injection.
* Updated Section 3.1.2, “Create Server” [25] with details about using shared IP addresses
for high availability.
April 19, 2012 * Updated references for "contact your cloud provider" to "contact Rackspace support."
April 10, 2012 * Added link to Cloud Authentication Client Developer Guide in the Authentication section.

Added descriptions of server statuses to the list servers APl operation.

March 20, 2012
September 14, 2011
March 10, 2011
January 12, 2011
January 4, 2011
October 15, 2009

Added note to get image details about missing serverld field in the response body.

Added cURL example in the Authentication section.

Fixed error referring to X-Auth-User instead of X-Auth-Key.

Added section numbers.

Expanded authentication information for UK release.

Added note stating that changes- si nce returns deleted items on server lists.

Added itemNotFound as a possible fault when creating a server.

Removed statement saying that creating an image with the same name as another will re-
place the original image.

September 16, 2009

Updated description for setting/getting backup schedules.
Increased POSTs to /servers to 50 per day.

Added server status RESI ZE.

Mentioned trailing slash on version request.

Removed statement that image ID is optional on a rebuild.
Mentioned that a DELETE on image may return a 204.
Fixed server update call to return a 204 rather than a 202.

Clarified DEPRECATED in version call.

Changed "delete" backup schedule to "disable" backup schedule.

Added DELETE operation on images.

Removed mention of CPU time in flavors.

Mentioned that all methods may return an overLimit fault.

Fixed examples for authentication, server reboot, limits, and version calls.

August 11, 2009

July 14, 2009 Initial release.

3. Resources

Use the following resources in conjunction with this guide:

* For the latest version of this guide, see First Generation Rackspace Cloud Servers Devel-
oper Guide on the Rackspace Cloud website. This site also provides the following relat-
ed documents: First Generation Cloud Servers Release Notes, Cloud Servers APl Schema
Types and Cloud Servers Frequently Asked Questions.

* For details about authentication, see Cloud Identity Client Developer Guide v1.1 and
Cloud Identity Client Developer Guide v2.0.

* For details about the Cloud Servers service, see the http://www.rackspacecloud.com/
cloud_hosting_products/servers site. This site also provides related documents and links
to official support channels for Rackspace, including knowledge base articles, phone,
chat, and email.

* To follow updates and announcements at through twitter, see http://twitter.com/
rackspace.

Xi
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4. Pricing and Service Level

First generation Cloud Servers is part of the Rackspace Cloud and your use through the
API will be billed as per the pricing schedule at http://www.rackspace.com/cloud/pub-
lic/servers/pricing.

The Service Level Agreement (SLA) for Cloud Servers is available at http://
www.rackspace.com/cloud/legal/sla/#cloud_servers.

3 Note

Customers who sign up for Rackspace Cloud Servers after October 10,
2013, can create only Next Generation servers. To learn more, see http://
docs.rackspace.com/servers/api/v2/cs-devguide/content/CreateServers.html..
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1. Concepts

To use the first generation Cloud Servers API effectively, you should understand several key
concepts:

1.1. Server

1.2.

1.3.

1.4.

1.5.

1.6.

1.7.

A server is a virtual machine instance in the Cloud Servers system. Flavor and image are reg-
uisite elements when creating a server.

Flavor

A flavor is an available hardware configuration for a server. Each flavor has a unique combi-
nation of disk space, memory capacity and priority for CPU time.

Image

An image is a collection of files used to create or rebuild a server. Rackspace provides a
number of pre-built OS images by default. You may also create custom images from cloud
servers you have launched. These custom images are useful for backup purposes or for
producing “gold” server images if you plan to deploy a particular server configuration fre-
quently.

Backup Schedule

A backup schedule can be defined to create server images at regular intervals (daily and
weekly). Backup schedules are configurable per server.

Reboot

The reboot function allows for either a soft or hard reboot of a server. With a soft reboot,
the operating system is signaled to restart, which allows for a graceful shutdown of all pro-
cesses. A hard reboot is the equivalent of power cycling the server.

Rebuild

The rebuild function removes all data on the server and replaces it with the specified image.
Server ID and IP addresses remain the same.

Resize

The resize function converts an existing server to a different flavor, in essence, scaling the
server up or down. The original server is saved for a period of time to allow rollback if there
is a problem. All resizes should be tested and explicitly confirmed, at which time the original
server is removed. All resizes are automatically confirmed after 24 hours if they are not con-
firmed or reverted.
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1.8. Shared IP Address

Public IP addresses can be shared across multiple servers for use in various high availability
scenarios. When an IP address is shared to another server, the cloud network restrictions
are modified to allow each server to listen to and respond on that IP address (you may op-
tionally specify that the target server network configuration be modified). Shared IP ad-
dresses can be used with many standard heartbeat facilities (such as, keepalived) that moni-
tor for failure and manage IP failover.

1.9. Shared IP Group

A shared IP group is a collection of servers that can share IPs with other members of the
group. Any server in a group can share one or more public IPs with any other server in the
group. With the exception of the first server in a shared IP group, servers must be launched
into shared IP groups. A server may be a member of only one shared IP group.
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2. General API Information

The Cloud Servers APl is implemented using a ReSTful web service interface. Like other
products in the Rackspace Cloud suite, Cloud Servers shares a common token authentica-
tion system that allows seamless access between products and services.

2.1. Authentication through the Rackspace Cloud
Identity Service

To authenticate, you issue an authentication request to the Rackspace Cloud Identity Ser-
vice, which is an implementation of the OpenStack Keystone Identity Service v2.0.

c Important
Multiple Rackspace Cloud Identity Service endpoints exist. You may use any
endpoint, regardless of where your account was created.

When you authenticate, use the chosen endpoint, as follows:

National location Rackspace Cloud Identity Service endpoint
us https://identity.api.rackspacecloud.com/v2.0
UK https://lon.identity.api.rackspacecloud.com/v2.0

In response to valid credentials, an authentication request to the Rackspace Cloud Identity
Service returns an authentication token and a service catalog that contains a list of all ser-
vices and endpoints available for this token. Because the authentication token expires after
24 hours, you must generate a new token once a day.

The following sections show you how to embed an authentication request in a cURL com-
mand to call the Rackspace Cloud Identity Service to get an authentication token and a ser-
vice catalog.

For detailed information about the OpenStack Keystone Identity Service v2.0, see Cloud
Identity Client Developer Guide API v2.0. For information about support for legacy identity
endpoints, see Alternate Authentication Endpoints.

2.1.1. Authentication Request

To authenticate, you issue a POST /tokens request to the appropriate Rackspace Cloud
Identity Service endpoint.

In the request body, supply one of the following:
* username and password
* username and API key

Your username and password are the ones that you use to log into the Rackspace Cloud
Control Panel.

To obtain your API key, log into http://mycloud.rackspace.com, click your username, and
select API Keys to get your key.



https://identity.api.rackspacecloud.com/v2.0
https://lon.identity.api.rackspacecloud.com/v2.0
http://curl.haxx.se/
http://docs.rackspace.com/auth/api/v2.0/auth-client-devguide/content/index.html
http://docs.rackspace.com/auth/api/v2.0/auth-client-devguide/content/index.html
http://docs.rackspace.com/auth/api/v2.0/auth-client-devguide/content/Endpoints-d1e180.html
http://mycloud.rackspace.com.
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The following cURL examples show how to get an authentication token by entering either
your username and password, or username and API key.

Example 2.1. Authenticate to US Identity Endpoint - Username and
Password: JSON Request

curl -s https://identity.api.rackspacecl oud. confv2.0/tokens -X 'POST' \
-d '{"auth":{"passwordCredential s":{"usernane": "t heUser", "password":"thePassword"}}}"' \
-H "Content-Type: application/json" | python -mjson.tool

Example 2.2. Authenticate to US Identity Endpoint - Username and API Key:
JSON Request

curl -s https://identity.api.rackspacecl oud. com v2.0/tokens -X ' POST' \
-d ' {"auth": {" RAX- KSKEY: api KeyCredential s":{"username": "t heUser Nane", "api Key":"theAPI Key"}}}"' \
-H "Content-Type: application/json" | python -mjson.tool

3 Note
In these examples, the following code is appended to the cURL commands to
pretty-print the JSON output:

Example 2.3. Pretty Printing cURL Output

| python -mjson.tool

2.1.2. Authentication Response

In response to valid credentials, your request returns an authentication token and a service
catalog with the endpoints to request services.

The following output shows a sample authentication response in JSON format:

Example 2.4. Authenticate: JSON Response

{
"access": {
"servi ceCatal og": [
{
"endpoi nts": [
{
"publi cURL": "https://dfw. | oadbal ancers. api . rackspacecl oud. conf v1. 0/ 345789",
"region": "DFW,
"tenant!ld": "345789"
b
{
"publicURL": "https://ord.| oadbal ancers. api . rackspacecl oud. com v1. 0/ 345789",
"region": "ORD',
"tenantld": "345789"
}
Il
"name": "cloudLoadBal ancers",
"type": "rax:| oad-bal ancer"
}
{
"endpoi nts": [
{
"publi cURL": "https://servers. api.rackspacecl oud. conf v1. 0/ 345789",
"tenantld": "345789",
"versionld': "1.0",
"versionlnfo": "https://servers. api.rackspacecl oud. com v1. 0",
"versionList": "https://servers. api.rackspacecl oud. com "
}
Il
"nane": "cl oudServers",
"type": "conpute"
Ji -
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{
"endpoi nts": [
{
"publi cURL": "https://dfw databases. api . rackspacecl oud. com v1. 0/ 345789",
"region": "DFW,
"tenantld": "345789"
bo
{
"publi cURL": "https://ord. dat abases. api . rackspacecl oud. conf v1. 0/ 345789",
"region": "ORD',
"tenantld": "345789"
}
Il
"name": "cloudDat abases",
"type": "rax:database"

"endpoi nts": [

{
"internal URL": "https://snet-storagelOl. df wl. cl ouddrive.conl v1l/
MbssoCl oudFS_530f 8649- 324c- 499c- a075- 2195854d52a7",
"publicURL": "https://storagelOl. df wl. cl ouddrive.com v1/
MbssoCl oudFS_530f 8649- 324c- 499c- a075- 2195854d52a7",
"region": "DFW,
"tenant1d": "MssoC oudFS_530f 8649- 324c- 499c- a075- 2195854d52a7"

}
Il
"name": "cloudFiles",
"type": "object-store"
}
{
"endpoi nts": [
"publi cURL": "https://preprod.dfw servers. api . rackspacecl oud. conl v2/ 345789",
"region": "DFW,
"tenant!ld": "345789"
}
1.
"nane": "cl oudServersPreprod”,
"type": "conpute"
},
{
"endpoi nts": [
"publicURL": "https://dns. api.rackspacecl oud. com v1. 0/ 345789",
"tenantld": "345789"
}
I,
"nane": "cl oudDNS",
"type": "rax:dns"
B
{
"endpoi nts": [
{
"publi cURL": "https://ord.servers. api.rackspacecl oud. com v2/ 345789",
"region": "ORD',
"tenantld": "345789",
"versionld": "2",
"versionlnfo": "https://ord.servers. api . rackspacecl oud. com v2",
"versionList": "https://ord.servers. api.rackspacecl oud. com "
b
{
"publi cURL": "https://dfw servers. api.rackspacecl oud. com v2/ 345789",
"region": "DFW,
"tenantld": "345789",
"versionld": "2",
"versionlnfo": "https://dfw servers. api . rackspacecl oud. com v2",
"versionList": "https://dfw servers. api.rackspacecl oud. com "
}
1.
"nane": "cl oudServersOpenSt ack”,
"type": "conpute"
},
{

"endpoi nts": [

"publ i cURL": "https://nonitoring.api.rackspacecl oud. com v1. 0/ 345789",
"tenantld": "345789"
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1.
"nane": "cloudMonitoring",
"type": "rax:nonitor"
e
{
"endpoi nts": [

{

a075-2195854d52a7",

}
]

I

"token": {
"expires"
"id": "00
"tenant":

"id":
"nanme
}

),

"user": {
"id': "17
"nane":
"roles":

{

: anme" :
"type":

"publi cURL": "https://cdnl.clouddrive.conlvl/ MssoC oudFS_530f 8649- 324c- 499c-

"region": "DFW,
"tenantld": "MssoC oudFS_530f 8649- 324c- 499c- a075- 2195854d52a7"

"cl oudFi | esCDN",
"rax: obj ect-cdn"

: "2012-08-04T10: 36: 05. 000- 05: 00",
d5c4bb- 9451- 4bf 0- 834a- 45d427330b51",
{
"345789",
" "345789"

0454",

"user1234",

[

"description": "User Adnmin Role.",
"idv: "3,
"nane": "identity:user-adm n"

Specifically, successful authentication returns the following response information:

* Endpoints to request Rackspace Cloud services

Appears in the e

ndpoi nt s field in the ser vi ceCat al og element.

The service catalog lists the public URL, which is the endpoint that you use to access the
service, the region, service name, tenant ID, the version ID, and endpoints that you can

use to get versio

n information for the API.

Do not include explicit APl endpoints in your scripts and applications. Instead, find the
endpoint for your service and region.

¢ The name of the service

Appears in the n

ane field in the ser vi ceCat al og element.

Locate the correct Cloud Servers endpoints in the service catalog by examining the service
nane attribute, as follows:

Cloud Servers generation Service name in the catalog

First generation

cl oudServers

Cloud Servers.

If you use the authentication token to access this service, you can view and per-
form first generation Cloud Servers APl operations against your first generation

Next generation

cl oudSer ver sOpenSt ack
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Cloud Servers generation Service name in the catalog

Next generation Cloud Servers might show multiple endpoints to enable region-
al choice. Select the appropriate endpoint for the region that you want to inter-
act with by examining the r egi on field.

If you use the authentication token to access this service, you can view and per-
form next generation Cloud Servers API operations against your next generation
Cloud Servers.

» Expiration date and time for authentication token
Appears in the expi r es field in the t oken element.

After this date and time, the token is no longer valid. A token may be manually revoked
before the time identified by the expi r es field; this field predicts the maximum lifespan
for a token, but does not guarantee that the token will reach that lifespan. Clients are
encouraged to cache a token until it expires.

Because the authentication token expires after 24 hours, you must generate a new token
once a day.

* Authentication token
Appears in the i d field in the t oken element.

You pass the authentication token in the X- Aut h- Token header each time that you
send a request to a service.
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2.2. Request/Response Types

The Cloud Servers API supports both the JSON and XML data serialization formats. The re-
quest format is specified using the Cont ent - Type header and is required for operations
that have a request body. The response format can be specified in requests using either the
Accept header or adding an .xml or .json extension to the request URI. Note that it is pos-
sible for a response to be serialized using a format different from the request (see exam-
ple below). If no response format is specified, JSON is the default. If conflicting formats are
specified using both an Accept header and a query extension, the query extension takes
precedence.

Table 2.1. JSON and XML Response Formats

Format Accept Header Query Extension Default
JSON application/json .json Yes
XML application/xml xml No

Example 2.5. Request with Headers: JSON

POST /v1.0/ 214412/ i mages HTTP/ 1.1

Host: servers. api.rackspacecl oud. com
Cont ent - Type: application/json
Accept: application/xm

X- Aut h- Token: eaaaf d18- Of ed- 4b3a- 81b4- 663c99eclchb

{
"image" : {
"serverld" : 12,
"name" : "Just in case"}
}

Example 2.6. Response with Headers: XML

HTTP/ 1.1 200 OKAY

Date: Mon, 12 Nov 2007 15:55:01 GV
Server: Apache

Cont ent - Lengt h: 185

Cont ent - Type: application/xm ; charset=UTF-8

<i mage xm ns="http://docs. rackspacecl oud. coni servers/api/vl. 0"
i d="22" npame="Just in case" serverld="12"
creat ed="2010-10- 10T12: 00: 002"
st at us="SAVI NG' progress="0" />

Notice, in the above example, that the content type is set to application/json but applica-
tion/xml is requested through the Accept header. An alternative method of achieving the
same result is illustrated below - this time we utilize a URI extension instead of an Accept
header.
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Example 2.7. Request with Extension: JSON

POST /v1.0/214412/i mages. xm HITP/ 1.1

Host: servers. api.rackspacecl oud. com

Cont ent - Type: application/json

X- Aut h- Token: eaaaf d18- 0f ed- 4b3a- 81b4- 663c99eclcbb

{
"image" : {
"serverld" : 12,
"nanme" : "Just in case"}
}
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2.3. Content Compression

Request and response body data may be encoded with gzip compression to accelerate in-
teractive performance of API calls and responses. This is controlled using the Accept - En-
codi ng header on the request from the client and indicated by the Cont ent - Encodi ng
header in the server response. Unless the header is explicitly set, encoding defaults to dis-

abled.

Table 2.2. Encoding Headers

Header Type Name Value
HTTP/1.1 Request Accept - Encodi ng gzip
HTTP/1.1 Response Cont ent - Encodi ng gzip

2.4. Chunked Transfer Encoding

The Cloud Server API does not support chunked transfer-encoding.

2.5. Persistent Connections

By default, the API supports persistent connections through HTTP/1.1 keepalives. All con-
nections will be kept alive unless the connection header is set to close.

To prevent abuse, HTTP sessions have a timeout of 20 seconds before being closed.

S Note

The server may close the connection at any time and clients should not rely on
this behavior.

10
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2.6. Paginated Collections

To reduce load on the service, list operations will return a maximum of 1,000 items at a
time. To navigate the collection, the parameters| i m t and of f set can be set in the URI
(such as, ?I i mi t =0&of f set =0). If an offset is given beyond the end of a list an empty list
will be returned. Note that list operations never return itemNotFound (404) faults.

2.7. Caching

The Cloud Servers APl makes extensive use of caching layers at various tiers of the system.
Purging mechanisms exist to ensure that objects served out of cache are accurate and up to
date. GETs returning a cached entity return a 203 (Cached) to signal users that the value is
being served out of cache. Additionally, cached entities have the following header set:

Table 2.3. Last Modified Header

Header Description

Last - Modi fi ed Date and time when the entity was last updated.

S Note

A known problem exists with the varnish server. It does not respect the
"Cache-Control : no-cache" header. To workaround this issue, include
an unused parameter with a unique value each time you make a request. This
forces the varnish server to treat the request as a new request and to bypass
the cache. For example, you might add a parameter to the request like " 2dum
nyreq=1323710764", where the value is " dat e "+%" ", which is the num-
ber of seconds since the epoch. Each time you make a new request, change
this value. For example " ?dummyr eq=1323710769", which forces the varnish
server to bypass the cache.

2.8. Efficient Polling with the Changes- Si nce Pa-
rameter

The ReST API allows you to poll for the status of certain operations by performing a GET on
various elements. Rather than re-downloading and re-parsing the full status at each polling
interval, your ReST client may use the changes- si nce parameter to check for changes
since a previous request. The changes- si nce time is specified as Unix time (the number
of seconds since January 1, 1970, 00:00:00 UTC, not counting leap seconds). If nothing has
changed since the changes- si nce time, a 304 (Not Modified) response will be returned.
If data has changed, only the items changed since the specified time will be returned in the
response. For example, performing a GET against https://api.servers.rackspacecloud.com/
v1.0/224532/servers?changes- si nce=1244012982 would list all servers that have
changed since Wed, 03 Jun 2009 07:09:42 UTC.

11
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2.9. Limits

All accounts, by default, have a preconfigured set of thresholds (or limits) to manage capac-
ity and prevent abuse of the system. The system recognizes two kinds of limits: rate limits
and absolute limits. Rate limits are thresholds that are reset after a certain amount of time
passes. Absolute limits are fixed.

3 Note

If the default limits are too low for your particular application, please contact
Rackspace Cloud support to request an increase. All requests require reasonable
justification.

2.9.1. Rate Limits

We specify rate limits in terms of both a human-readable wild-card URI and a machine-pro-
cessable regular expression. The regular expression boundary matcher '*' takes effect af-
ter the root URI path. For example, the regular expression */servers would match the bold-
ed portion of the following URI: https://servers.api.rackspacecloud.com/v1.0/3542812/
servers.

Table 2.4. Default Rate Limits

Verb URI RegEx Default
POST * x 10/min
POST */servers ~/servers 50/day
PUT * x 10/min
GET *changes-since* changes-since 3/min
DELETE * x 100/min

Rate limits are applied in an order relative to the verb, going from least to most specific. For
example, although the threshold for POST to */servers is 50 per day, one cannot POST to
*/servers more than 10 times within a single minute because the rate limits for any POST is
10/min.

In the event you exceed the thresholds established for your account, a 413 (Rate Control)
HTTP response will be returned with a Repl y- Af t er header to notify the client when they
can attempt to try again.

12
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2.9.2. Absolute Limits

"Maximum total amount of RAM (GB)" limits the number of instances you can run based
on the total aggregate RAM size. For example, with the default limit of 50GB, you may
launch a maximum of 200 256MB cloud servers, or 100 512MB cloud servers, or 50 1GB
cloud servers, or 20 2GB + 40 256MB cloud servers, etc. These limits apply to creating as

well as resizing servers.

Table 2.5. Default Absolute Limits

Limit Default
Maximum total amount of RAM (GB) 50
Maximum number of shared IP groups 25
Maximum number of members per shared IP group 25

2.9.3. Determining Limits Programmatically

Applications can programmatically determine current account limits using the /limits URI as

follows:
Verb URI Description
GET /limits Returns the current limits for the account

Normal Response Codes: 200 and 203

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), overLimit (413)

This operation does not require a request body.

Example 2.8. Limit: JSON
{

"limts" : {
"rate" : |
{

"“verb"

" URI "
"regex"
“val ue"
“remai ni
"unit"
"resetTi

"verb"
"URL"
"regex"
"val ue"
"remai ni
"unit"
"resetTi

Response

" POST"

"agn
1

noo%n

10,
ng" : 2,
"M NUTE",
me" : 1244425439

" POST",
"*/servers",
"N servers",
25,
ng" : 24,
" DAY",
me" : 1244511839

13
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{
"verb" " PUT",
"URI " tx
"regex" R
"val ue" 10,
"renmini ng" : 2,
“unit" "M NUTE",
"reset Time" : 1244425439
b,
{
"verb" "CGET",
"URI" HES
"regex" toxn
"val ue" 3,
“remai ni ng" : 3,
“unit" "M NUTE",
"reset Ti me" : 1244425439
},
{
"verb" " DELETE",
"URI" TE0
"regex" oxn
“val ue" 100,
“remai ni ng" : 100,
"unit" "M NUTE",
"reset Ti me" : 1244425439
}
I,
"absol ute" : {
"nmaxTot al RAMSi ze" : 51200,
"max| PG oups" : 50,
"max| PG oupMenbers" : 25
}
}
"limts" {
"rate" [
{
"verb" " POST",
"URI" weh
"regex" RN
"val ue" 10,
"remai ni ng" : 2,
"unit" "M NUTE",
"reset Time" : 1244425439
b,
{
"verb" " POST",
"URI " "*[servers",
"regex" "N servers",
"val ue" 25,
"renmini ng" : 24,
“unit" " DAY",
"resetTinme" : 1244511839
b,
14
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{
"verb" : "PUT",
"URI" o "R
"regex" : ".*",
"val ue" : 10,
"renmini ng" : 2,
"unit" : "M NUTE",
"reset Ti me" : 1244425439
b,
{
“verb" : "CET",
"URI " o Rt
“regex" : ".*",
"val ue" : 3,
“remai ni ng" : 3,
"unit" : "M NUTE",
"reset Ti me" : 1244425439
},
{
"verb" : "DELETE",
"URI " o txM
"regex" @ ".*",
“val ue" : 100,
“remai ni ng" : 100,
"unit" : "M NUTE",
"reset Ti ne" : 1244425439
}
I,
"absol ute" : {

"maxTot al RAMSI ze" : 51200,
"max| PG oups" : 50,
"max| PG oupMenbers" : 25

}

Example 2.9. Limit: XML Response

<?xm version="1.0" encodi ng="UTF- 8" ?>

<limts xm ns="http://docs. rackspacecl oud. conf servers/api/vl. 0">
<r at e>
<limt verb="POST" URI="*" regex=".*"
val ue="10" renmi ni ng="2"
unit="M NUTE" reset Ti ne="1244425439" />

<limt verb="POST" URI ="*/servers" regex=""/servers"
val ue="25" renai ni ng="24"
uni t =" DAY" reset Ti me="1244511839" />

<limt verb="PUT* URI="*" regex=".*"
val ue="10" renmi ni ng="2"
uni t ="M NUTE" reset Ti me="1244425439" />

<limt verb="CGET" URI="*" regex=".*"

val ue="3" remaini ng="3
uni t ="M NUTE" resetTi ne="1244425439" />
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2.10.

<limt verb="DELETE' URI="*" regex=".*"
val ue="100" renai ni ng="100"
unit ="M NUTE" reset Ti ne="1244425439" />

</rate>

<absol ut e>
<limt nanme="nmaxTot al RAMSI ze" val ue="51200" />
<limt nanme="nmaxl PG oups" val ue="50" />

<limt name="nmax| PG oupMenbers" val ue="25" />
</ absol ut e>
</[limts>

API Version

The Cloud Servers APl uses a URI versioning scheme. The first element of the path contains
the target version identifier (such as, https://servers.api.rackspacecloud.com/ v1.0/...) All
requests (except to query for version — see below) must contain a target version. New fea-
tures and functionality that do not break API-compatibility will be introduced in the cur-
rent version of the APl and the URI will remain unchanged. Any features or functionali-

ty changes that would necessitate a break in APl-compatibility will require a new version,
which will result in the URI version being updated accordingly. When new API versions are
released, older versions will be marked as DEPRECATED. Rackspace will work with devel-
opers and partners to ensure there is adequate time to migrate to the new version before
deprecated versions are discontinued.

Your application can programmatically determine available API versions by performing a

GET on the root URL (i.e. with the version and everything to the right of it truncated) re-
turned from the authentication system.

Example 2.10. Versions List Request

CGET HTTP/ 1.1
Host: servers. api.rackspacecl oud. com

Normal Response Codes: 200 and 203
Error Response Codes: 400, 413, 500, 503

This operation does not require a request body.

Example 2.11. List Versions: JSON Response

{
"versions": [
{
"id": "v1.0",
"status": "BETA"
}
]
}
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Example 2.12. List Versions: XML Response

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<versi ons xm ns="http://docs.rackspacecl oud. conl servers/api ">
<versi on status="BETA" id="v1.0"/>

</ ver si ons>

You can also obtain additional information about a specific version by performing a GET on
the base version URL (such as, https://servers.api.rackspacecloud.com/v1.0/). Version re-
quest URLs should always end with a trailing slash (/). If the slash is omitted, the server may
respond with a 302 redirection request. Format extensions may be placed after the slash
(such as, https://servers.api.rackspacecloud.com/v1.0/.xml). Note that this is a special case
that does not hold true for other API requests. In general, requests such as /servers.xml
and /servers/.xml are handled equivalently.

Example 2.13. Version Details Request

CGET HTTP/ 1.1
Host: servers. api.rackspacecl oud. coni vl. 0/

Normal Response Codes: 200 and 203

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), overLimit(413)

This operation does not require a request body

Example 2.14. Get Version Details: JSON Response

{
"version": {
"status": "BETA",
"id"': "vl1.0",
"docURL" : "http://docs.rackspacecl oud. conf cs/ cs-devgui d-v1. 0. pdf ",
"wadl " : "https://servers. api.rackspacecl oud. com v1. 0/ appl i cati on.
wadl "
}
}

Example 2.15. Get Version Details: XML Response

<?xm version="1.0" encodi ng="UTF- 8" ?>

<versi on xm ns="http://docs. rackspacecl oud. conf servers/api/vl. 0"
id="v1.0"
st at us=" BETA"
docURL="ht t p://docs. rackspacecl oud. com cs/ cs-devgui d-v1. 0. pdf "
wadl ="htt ps://servers. api . rackspacecl oud. conf v1. 0/ appl i cati on. wadl "/ >
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The detailed version response contains pointers to both a human-readable and a ma-
chine-processable description of the API service. The machine-processable description is
written in the Web Application Description Language (WADL).

3 Note

If a discrepancy exists between the two specifications, the WADL is authorita-
tive as it contains the most accurate and up-to-date description of the API ser-
vice.

2.11. Faults

When an error occurs, the system will return an HTTP error response code denoting the
type of error. The system will also return additional information about the fault in the body
of the response.

Example 2.16. Fault: JSON Response

{
"cl oudServersFault" : {
"code" : 500,
"message" : "Fault!",
"details" : "Error Details..."
}
}

Example 2.17. Fault: XML Response

<cl oudServersFault xm ns="http://docs.rackspacecl oud. com servers/api/vl. 0"
code="500" >

<nmessage>Faul t! </ nessage>

<detail s>Error Details...</detail s>
</ cl oudSer ver sFaul t >

The error code is returned in the body of the response for convenience. The message sec-
tion returns a human-readable message that is appropriate for display to the end user. The
details section is optional and may contain information—for example, a stack trace—to as-
sist in tracking down an error. The detail section may or may not be appropriate for display
to an end user.

The root element of the fault (such as, cloudServersFault) may change depending on the
type of error. The following is a list of possible elements along with their associated error
codes.
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Table 2.6. Fault Elements and Error Codes

Fault Element Associated Error Codes Expected in All Requests?
cloudServersFault 500, 400, other codes possible v
serviceUnavailable 503 v
unauthorized 401 v
badRequest 400 v
overLimit 413 v
badMediaType 415

badMethod 405

itemNotFound 404

buildInProgress 409

serverCapacityUnavailable 503

backupOrResizelnProgress 409

resizeNotAllowed 403

notlmplemented 501

Example 2.18. Fault, Item Not Found: JSON Response

{
"itemNot Found" : ({
"code" : 404
"message” : "Not Found",
"details" : "Error Details..."
}
}

Example 2.19. Fault, Item Not Found: XML Response

<i t emNot Found xm ns="http://docs. rackspacecl oud. com servers/api/vl. 0" code=
"404" >

<message>Not Found</ nessage>

<detail s>Error Details...</detail s>
</i t emNot Found>

From an XML schema perspective, all APl faults are extensions of the base fault type Cloud-
ServersAPIFault. When working with a system that binds XML to actual classes (such as
JAXB), one should be capable of using CloudServersAPIFault as a ?catch-all? if there's no in-
terest in distinguishing between individual fault types.

The OverLimit fault is generated when a rate limit threshold is exceeded. For convenience,
the fault adds a replyAfter attribute that contains the content of the Reply-After header in
XML Schema 1.0 date/time format.
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2.12.

Example 2.20. Fault, Over Limit: JSON Response

{
"overLimt" : {
"code" : 413
"message” : "OverLimt Retry...",
"details" : "Error Details...",
"retryAfter" : "2010-08-01T00: 00: 00Z"
}
}

Example 2.21. Fault, Over Limit: XML Response

<overLimt xm ns="http://docs.rackspacecl oud. conl servers/api/vl. 0" code="413"
retryAfter="2010-08-01T00: 00: 00Z" >
<message>OverLimt Retry...</nessage>
<detail s>Error Details...</detail s>
</overLimt>

Role Based Access Control

Role Based Access Control (RBAC) restricts access to the capabilities of Rackspace Cloud
services, including the first gen Cloud Servers API, to authorized users only. RBAC enables
Rackspace Cloud customers to specify which account users of their Cloud account have
access to which first gen Cloud Servers API service capabilities, based on roles defined by
Rackspace (see Table 2.7, * first gen Cloud Servers Product Roles and Permissions” [21]).
The permissions to perform certain operations in first gen Cloud Servers API - create, read,
update, delete - are assigned to specific roles. The account owner user assigns these roles,
either multiproduct (global) or product-specific (for example, first gen Cloud Servers), to ac-
count users.

2.12.1. Assigning Roles to Account Users

The account owner (identity:user-admin) can create account users on the account and then
assign roles to those users. The roles grant the account users specific permissions for access-
ing the capabilities of the first gen Cloud Servers service. Each account has only one account
owner, and that role is assigned by default to any Rackspace Cloud account when the ac-
count is created.

See the Cloud Identity Client Developer Guide for information about how to perform the
following tasks:

* Create account users
* Assign roles to account users

* Delete roles from account users

3 Note

The account owner (identity:user-admin) role cannot hold any additional roles
because it already has full access to all capabilities.
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2.12.2

2.12.3

. Roles Available for first gen Cloud Servers

Two roles (observer and admin) can be used to access the first gen Cloud Servers API specif-
ically. The following table describes these roles and their permissions.

Table 2.7. first gen Cloud Servers Product Roles and Permissions

Role Name Role Permissions

legacyCompute:admin This role provides Create, Read, Update, and Delete permissions in first gen
Cloud Servers, where access is granted.

legacyCompute:observer This role provides Read permission in first gen Cloud Servers, where access is
granted.

Additionally, two multiproduct roles apply to all products. Users with multiproduct roles in-
herit access to future products when those products become RBAC-enabled. The following
table describes these roles and their permissions.

Table 2.8. Multiproduct (Global) Roles and Permissions

Role Name Role Permissions

admin This role provides Create, Read, Update, and Delete permissions in all prod-
ucts, where access is granted.

observer This role provides Read permission in all products, where access is granted.

. Resolving Conflicts Between RBAC Multiproduct vs.

Custom (Product-specific) Roles

2.12.4

The account owner can set roles for both multiproduct and first gen Cloud Servers scope,
and it is important to understand how any potential conflicts among these roles are re-
solved. When two roles appear to conflict, the role that provides the more extensive per-
missions takes precedence. Therefore, admin roles take precedence over observer roles, be-
cause admin roles provide more permissions.

The following table shows two examples of how potential conflicts between user roles in
the Control Panel are resolved:

Permission Configuration View of Permission Can the User Perform Product Ad-
in the Control Panel min Functions in the Control Panel?

User is assigned the following roles: Appears that the user has only the Yes, for first gen Cloud Servers only.
multiproduct observer and first gen multiproduct observer role The user has the observer role for the
Cloud Servers admin rest of the products.
User is assigned the following roles: Appears that the user has only the Yes, for all of the products. The first
multiproduct admin and first gen multiproduct admin role gen Cloud Servers observer role is ig-
Cloud Servers observer nored.

. RBAC Permissions Cross-reference to first gen Cloud

Servers APl Operations

API operations for first gen Cloud Servers may or may not be available to all roles. To see
which operations are permitted to invoke which calls, please review the Knowledge Center
article.
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3. APl Operations

3.1. Servers

3.1.1. List Servers

Verb URI Description
GET /servers List all servers (IDs and names only)
GET /servers/detail List all servers (all details)

Normal Response Codes: 200 and 203

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), overLimit (413)

This operation provides a list of servers associated with your account. Servers that have
been deleted are not included in this list.

Servers contain a status attribute that indicate the current server state. The server status is
one of the following values:

Server Status Values

* ACTI VE. The server is active.

* BUI LD. The server has not finished the original build process.
e DELETE_| P. An IP address is being removed from the server.
» DELETED. The server is deleted.

* ERROR. The server is in error.

» HARD REBQOOT. The server is hard rebooting. This is equivalent to pulling the power plug
on a physical server, plugging it back in, and rebooting it.

* PASSWORD. The password is being reset on the server.

» PREP_RESI ZE. The server is performing the initial copy of data to its new host. Server
should still be active at this time.

* QUEUE_RESI ZE. The server is in the queue pending a resize or migration. Server should
still be active at this time.

» REBQOOT. The server is in a soft reboot state. A reboot command was passed to the oper-
ating system.

* REBUI LD. The server is currently being rebuilt from an image.

e RESCUE. The server is in rescue mode.
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* RESI ZE. Server is performing the differential copy of data that changed during its initial
copy. Server is down for this stage.

* REVERT_RESI ZE. The resize or migration of a server failed for some reason. The desti-
nation server is being cleaned up and the original source server is restarting.

* SHARE | P. An IP address is currently being shared with or from this server. The network
configuration for this server will change, perhaps requiring an IP address.

* SHARE | P_NO_CONFI G The host is being reconfigured to allow your server to use an IP
from another machine. No configuration change should occur on your guest server, how-
ever it might reboot if the kernel is not compatible with the pause state that the hypervi-
sor requests during the process.

» SUSPENDED. The server is suspended, either by request or for necessity. Review support
tickets or contact Rackspace support to determine why the server is in this state.

* UNKNOWN. The state of the server is unknown. Contact Rackspace support.

* VERI FY_RESI ZE. System is awaiting confirmation that the server is operational after a
move or resize.

When retrieving a list of servers through the changes- si nce parameter (see Section 2.8,
"Efficient Polling with the Changes- Si nce Parameter” [11].), the list will contain servers
that have been deleted since the changes- si nce time.

The Cloud Servers provisioning algorithm has an anti-affinity property that attempts to
spread out customer VMs across hosts. Under certain situations, VMs from the same cus-
tomer may be placed on the same host. hostld represents the host your cloud server runs
on and can be used to determine this scenario if it is relevant to your application.

S Note

Hostld is unique per account and is not globally unique.

This operation does not require a request body.

To issue a list servers request that returns a JSON response, you can embed the request in a
cURL command, as follows:

Example 3.1. List Servers: JSON Request in a cURL Command

$ curl -s https://servers. api.rackspacecl oud. com v1. 0/ $account/ servers/ det ai |
\
-H " X- Aut h- Token: $token" | python -mj son.t ool

Where account is your tenant ID and t oken is your authentication token.

Example 3.2. List Servers: JSON Response (detail)
{

"servers": [

{

"addresses": {
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"private": [
"10.178.54. 11"
]

"public": [
"198. 101. 228. 60"
]
}

"flavorld": 2,
"host | d": "2d66db781ce490432f 55adal7610173e",
"id": 21034274,
"i magel d": 119,
"met adata": {
"My Server Nanme": "API Test Server"
e
"name": "api-test-server",
"progress": 100,
"status": "ACTIVE"

"addresses": {
"private": [
"10.178.54. 13"
]

"public": [
"198. 101. 228. 62"
]
b

"flavorld": 2,
"host 1 d": "312452f 3d7a72d3def 18a06e09ec01b7",
"id": 21034280,
"imagel d": 119,
"nmetadata": {
"My Server Nane": "APlI Test Server XM."
),
"name": "api-test-server-xm",
"progress": 100,
"status": "ACTI VE"

}

To issue a list servers request that returns an XML response, you can embed the request in a
cURL command, as follows:

Example 3.3. List Servers: XML Request in a cURL Command

$ curl -i https://servers. api.rackspacecl oud. conf vl. 0/ $account/servers/ detail .
xm \

-H "Content-Type: application/xm" \

-H "Accept: application/xm" \

-H " X- Aut h- Token: $t oken"

Where account is your tenant ID and t oken is your authentication token.

Example 3.4. List Servers: XML Response (detail)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<servers xm ns="http://docs. rackspacecl oud. conf servers/api/vl.0">
<server status="ACTIVE" progress="100"
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host | d="2d66db781ce490432f 55adal7610173e" fl avorld="2"
i mgel d="119" id="21034274" nane="api -test-server">
<met adat a>
<met a key="M/ Server Nanme">APl Test Server</neta>
</ et adat a>
<addr esses>
<publ i c>
<i p addr="198. 101. 228. 60"/ >
</ publ i c>
<private>
<i p addr="10.178.54.11"/>
</ private>
</ addr esses>
</ server>
<server status="ACTIVE" progress="100"
host | d="312452f 3d7a72d3def 18a06e09ec01b7" fl avor|d="2"
i magel d="119" id="21034280" nane="api-test-server-xm ">
<met adat a>
<nmeta key="My Server Nane">APl Test Server XM.</neta>
</ met adat a>
<addr esses>
<publ i c>
<ip addr="198.101. 228. 62"/ >
</ public>
<private>
<i p addr="10.178.54. 13"/ >
</ private>
</ addr esses>
</ server>

</ servers>

3.1.2. Create Server

Verb URI Description

POST /servers Creates a server.

Normal Response Code: 202

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unautho-
rized (401), badMediaType (415), itemNotFound (404), badRequest (400), serverCapacityU-
navailable (503), overLimit (413)

Status Transition: BUI LD — ACTI VE

BUI LD — ERROR (on error)
3 Note

Customers who sign up for Rackspace Cloud Servers after October 10,
2013, can create only Next Generation servers. To learn more, see http://
docs.rackspace.com/servers/api/v2/cs-devguide/content/CreateServers.html..

This operation asynchronously provisions a new server. The progress of this operation de-
pends on several factors including location of the requested image, network i/o, host load,
and the selected flavor. To check the progress of the request, issue a GET on /server/i d,
which returns a progress field, which represents the percentage completion and is a value
from 0 to 100.
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A password is randomly generated for you and returned in the response object. For security
reasons, it is not returned in subsequent GET calls against a specified server ID.

You can also specify custom cloud server metadata at launch time. This metadata is stored
in the API system where it is retrievable by querying the API for server status. The maximum
size of the metadata key and value is each 255 bytes and the maximum number of key-val-
ue pairs that can be supplied per server is 5.

You can inject data into the file system of the cloud server instance. For example, you might
want to insert ssh keys, set configuration files, or store data that you want to retrieve from

inside the instance. This feature provides a minimal amount of launch-time personalization.

If you require significant customization, create a custom image.

Follow these guidelines when you inject files:
* The maximum size of the file path data is 255 bytes.

* Encode the file contents as a Base64 string. The maximum size of the file contents is 2 KB
(2048 bytes).

3 Note
The 2 KB limit refers to the number of bytes in the decoded data and not the
number of characters in the encoded data.

* You can inject text files only. You cannot inject binary or zip files into a new build.
* You can specify a maximum of five file path/content pairs.
The file injection might not occur until after the server is built and booted.

During file injection, any existing files that match specified files are renamed to include the
bak extension appended with a time stamp. For example, if the file / et ¢/ passwd exists, it
is backed up as/ et ¢/ passwd. bak. 1246036261. 5785.

After file injection, all files have root and the root group as the owner and group owner, re-
spectively, and allow user and group read accessonly (-r--r----- ).

Servers in the same shared IP group can share public IPs for various high availability and
load balancing configurations.

To use the shared IP feature, you must plan ahead. When you create a shared IP group, you
can add only one existing server to it. Additional servers can be added to it only by specif-
ically creating these servers in that shared IP group. This limitation is a technology limita-
tion; IP group sharing depends on the servers being located on specific hypervisors and so
you cannot assign random servers to the group. After you create a shared IP group, you
can add more servers to it when you create each server. You cannot add them to the group
retroactively.

Procedure 3.1. To share public IPs:
1. Create a shared IP group.

2. Add servers to that group.
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3. Configure the instance to use the additional IPs.

4. Configure the host firewall to allow the instance to pass traffic using the additional IPs.

5. To launch an HA server, include the optional shar edl pG oupl d attribute. The server
is launched into that shared IP group.

If you intend to use a shared IP on the server being created and you do not need a sepa-
rate public IP address, you can launch the server into a shared IP group and specify an IP ad-
dress from that shared IP group to be used as its public IP. You can accomplish this by spec-
ifying the public shared IP address in your request. This is optional and is only valid if you
specify the shar edl pG oupl d attribute.

The following table describes the fields in the response body:

S Note

The shar edl pGr oupl d attribute is optional. For optimal performance, use
this attribute only when you intend to share IPs between servers.

Table 3.1. Create Server Response Fields

Name Description

addresses The private and public IP addresses for the server.

adminPass A randomly-generated password. For security reasons, the password is not re-
turned in subsequent GET calls against the server ID.

flavorld The flavor ID.

hostld The host ID.

id The server ID

imageld The image ID.

metadata Metadata key and value pairs, if any.

name The name of the server.

progress The percentage value of the build status. For example, if the status is 60, the server

is 60% built. This value is from 0 to 100.

status

The server status. The server status. See Server Status Values [22].

Example 3.5. Create Server: JSON Request

{
"server" {
"nanme" : "api-test-server",
"i magel d" : 119,
"flavorld" : 2,
"metadata" : {
"My Server Nanme" "APl Test Server"
b

"personality"

{
" pat h"

[

"/ etc/ banner.txt",

dCBt b3ZI cyBpbi BgdXNOI HN1Y2ggYSBkaXJ! Y3Rpb24gYWsk
| GFOI HN1Y2ggYSBzcGVI ZCAuLkl Ol GZI ZWkz| GFul G t cHVs
c2l vbi 4uLnRoaXMgaXMgdGhl | HBs YWNI | HRvI GdvI Gbvdy4g
VOl HRoZSBza3kga25vd3mgdchl | HII YXNvbnMyYWsk1 HRo

"cont ent s"

"1 CAgl CAgDQoi QSBj b&31ZCBkb2Vz| GovdCBr bnB3I Hdoe SBp
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ZSBWYXR0ZXJucyBi ZWhpbrmQgYWks| GNsb3VkcywgYWsk| H v
dSB3aWs| G ub3csl HRvbywgd2hl bi B5Sb3Ugbhd ndCB5b3Vy
c2VsZi BoaWdol GVub3VnaCBOby Bz ZWJg YnmV5b25k| Ghvcml 6
b25zLi | NCgOKLVIpY2hhcmQgQnFj aA=="

]
}

Example 3.6. Create Server: JSON Response

{

"server": {
"addresses": {
"private": [
"10.178.54. 11"
]

"public": [
"198. 101. 228. 60"
]
}

"admi nPass": "NA7i oOEll api -t est-server",
"flavorld": 2,
"hostld": "2d66db781ce490432f 55adal7610173e",
"id": 21034274,
"imgel d": 119,
"met adata": {
"My Server Nane": "APlI Test Server"
H
"nane": "api-test-server",
"progress": O,
"status": "BU LD

Example 3.7. Create Server: XML Request

<?xm version="1.0" encodi ng="UTF- 8" ?>
<server xm ns="http://docs.rackspacecl oud. com servers/api/vl.0"
nanme="api - t est - server - xnm "

i magel d="119"
flavorld="2">
<net adat a>
<net a

key="My/ Server Name">AP|I Test Server XM.</neta>
</ met adat a>
<personal i ty>
<file
pat h="/etc/ banner. txt">
| CAgl CAgDQoi QSBj b&1ZCBkb2Vz| G5vdCBr bnB3I HdoeSBp
dCBt b3ZI cyBpbi BqdXNOI HN1Y2ggYSBkaXJ| Y3Rpb24gYWsk
| GFOI HN1Y2ggYSBzcGVI ZCAuLkl Ol &ZI ZWkz| GFul A t cHVs
c2l vbi 4uLnRoaXMgaXMydGhl | HBs YWNI | HRvI GdvI Gvdy4g
VOl HRoZSBza3kga25vd3MgdChl | HII YXNvbnMy YWsk1 HRo
ZSBWYXR0ZXJucyBi ZWhpbng YWks| GNsb3Vkcywg YWsk! HI v
dSB3aWs| &G ub3csl HRvbywgd2hl bi B5Sb3Ugbhd ndCB5b3Vy
c2VsZi BoaWlol GVub3VnaCBOby Bz ZWJgYmV5b25k| Ghvcml 6
b25zLi | NCgOKLVIpY2hhcmgQnFj aA==
</file>
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</ personality>
</ server>

Example 3.8. Create Server: XML Response

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<server xm ns="http://docs. rackspacecl oud. conf servers/api/vl. 0"
status="BUl LD"' progress="0"
host | d="312452f 3d7a72d3def 18a06e09ec01b7" fl avor!ld="2" i nagel d="119"
adm nPass="\Wul 7KK67api -t est - server-xm " id="21034280"
nanme="api -t est - server-xm ">
<met adat a>
<nmeta key="M/ Server Nane">APl Test Server XM.</ neta>
</ met adat a>
<addr esses>
<publ i c>
<i p addr="198.101. 228. 62"/ >
</ publ i c>
<private>
<i p addr="10.178.54. 13"/ >
</ privat e>
</ addr esses>
</ server>

3.1.3. Get Server Details

Verb URI Description

GET /servers/i d Lists details of the specified server.

Normal Response Codes: 200 and 203

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), itemNotFound (404), overLimit (413)

This operation returns the details of a specified server. Specify the server ID asi d in the
URI.

This operation does not require a request body.

The response body includes the following information:

Table 3.2. Get Server Details Response Fields

Name Description

id The server ID.

name The server name.

flavorld The flavor ID.

imageld The image ID.

status The server status. See Server Status Values [22].

progress The percentage value of the build status. For example, if the status is 60, the
server is 60% built.

hostld The host ID.

metadata Metadata key and value pairs. During the 2015 migration of first gen servers to
next gen servers, this section will contain key pairs indicating the start and end
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Name

Description

date of the server's migration window. See Preface [viii] for more details about
the migration process.

addresses

Public and private IP addresses.
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Example 3.9. Get Server Details: JSON Response
{

"server": {
"addresses": {
"private": [
"10.178. 54. 11"
]

"public": [
"198. 101. 228. 60"
]

lavorld": 2,

"hostld": "2d66db781ce490432f 55adal7610173e"

"id": 21034274,

"imagel d": 119,

"met adata": {

"My Server Nane": "APlI Test Server"

"FG2NG sel f _migration_available_ till":"2015-01-30 00: 00: 00",
"FG2NG sel f _migrati on_avail abl e_front:"2014-12-14 00: 00: 00"

}

b,

"nane": "api-test-server"”,
"progress": 100,

"status": "ACTI VE"

Example 3.10. Get Server Details: XML Response

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<server xm ns="http://docs.rackspacecl oud. conif servers/api/vl. 0"
st at us="ACTI VE"' progress="100"
host | d="2d66db781ce490432f 55adal7610173e" fl avorld="2" i nagel d="119"
i d="21034274" nane="api -test-server">
<met adat a>
<nmet a key="M/ Server Nane">APl Test Server </ neta>
<met a key="FG&NG sel f _migration_available_till">2015-01-30 00: 00: 00</ net a>
<met a key="FG&NG sel f _mi gration_avail abl e_from' >2014-12-14 00: 00: 00</ net a>
</ met adat a>
<addr esses>
<publ i c>
<i p addr="198.101.228. 60"/ >
</ publ i c>
<privat e>
<i p addr="10.178.54. 11"/ >
</ private>
</ addr esses>
</ server>

3.1.4. Update Server Name / Administrative Password

Verb URI Description

PUT /servers/i d Updates the name and/or administrative password for the
specified server.

Normal Response Code: 204
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Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), badMediaType(415), itemNotFound (404), buildinProgress (409),
overLimit (413)

‘ Status Transition: ‘ ACTI VE — PASSWORD — ACTI VE

This operation enables you to update the name and/or change the administrative pass-
word for the specified server. This operation changes the name but does not update the
host name for the server in the Cloud Servers system and does not change host name of
the server. If you want to update only the server name, do not include the password in the
body of the request and vice versa.

This operation does not return a response body.

Example 3.11. Update Server Name: JSON Request

{
"server"
{ .
“nanme" : "new api-server-test",
"adm nPass" : "newPassword"
}
}

Example 3.12. Update Server Name: XML Request

<?xm version="1.0" encodi ng="UTF- 8" ?>
<server xm ns="http://docs.rackspacecl oud. com servers/api/vl.0"
name="new- api - server -test-xm " adm nPass="newPassword"/ >
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3.1.5. Delete Server

Verb URI Description

DELETE /servers/i d Terminate the specified server

Normal Response Code: 204

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), itemNotFound (404), unauthorized (401), buildinProgress (409), overLimit (413)

Status Transition:

ACT| VE - DELETED

SUSPENDED — DELETED

This operation deletes a cloud server instance from the system.

3 Note

When a server is deleted, all images created from that server are also removed.

This operation does not require a request or a response body.
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3.2. Server Addresses

3.2.1. List Addresses

Verb URI Description

GET /servers/i d/ips Lists all server addresses.

Normal Response Codes: 200 and 203

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), overLimit (413)

This operation does not require a request body.

Example 3.13. List Addresses: JSON Response

{
"addresses": {
"private": [
"10.178.54. 11"
1,
"public": [
"198. 101. 228. 60"
]
}
}

Example 3.14. List Addresses: XML Response

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<addresses xm ns="http://docs.rackspacecl oud. conl servers/api/vl.0">
<public>
<i p addr="198. 101. 228. 60"/ >
</ public>
<privat e>
<i p addr="10.178.54. 11"/ >
</ privat e>
</ addr esses>

3.2.2. List Public Addresses

Verb URI Description

GET /servers/i d/ips/public Lists all public server addresses.

Normal Response Codes: 200 and 203

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), overLimit (413)

This operation does not require a request body.
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Example 3.15. List Public Addresses List: JSON Response

{

"public" : [
"67.23.10. 132",
"67.23.10. 131"

]

}

Example 3.16. List Public Addresses List: XML Response

<?xm version="1.0" encodi ng="UTF- 8" ?>

<public xm ns="http://docs. rackspacecl oud. conf servers/api/vl.0">

<i p addr="67.23.10. 132"/ >
<ip addr="67.23.10. 131"/ >

</ public>

3.2.3. List Private Addresses

Verb

URI

Description

GET

/servers/i d/ips/private

Lists all private server addresses.

Normal Response Codes: 200 and 203

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized

(401), badRequest (400), overLimit (413)

This operation does not require a request body.

Example 3.17. List Private Addresses List: JSON Response

“private" :

[

"10.176. 42. 16"

]

Example 3.18. List Private Addresses List: XML Response

<?xm version="1.0" encodi ng="UTF- 8" ?>

<private xm ns="http://docs. rackspacecl oud. conf servers/api/vl.0">

<i p addr="10.176.42.16"/>

</ private>




RECATED - DEPRECATED - DEPRECATED - DEPRECATED - DEPRECATED - DEPRECATED - DEPREC,

First Generation Cloud Servers™ January 12, 2016 APIv1.0
Dev Guide

3.2.4. Share an IP Address

Verb URI Description

PUT /servers/i d/ips/public/addr ess Shares an IP address to the specified server.

Normal Response Code: 202

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), badMediaType(415), itemNotFound (404), overLimit (413)

Status Transition: ACT| VE - SHARE_| P — ACTI VE (if configureServer is true)
ACTI VE - SHARE_| P_NO_CONFI G— ACTI VE

This operation shares a specified IP address from an existing server in the specified shared
IP group to another specified server in the same group.

Specify the following parameters in the URI:
id The server ID.
addr ess The IP address that you want to share.

Specify the ID for the shared IP group in the shar edl pG oupl d attribute in the request
body.

By default, the operation modifies cloud network restrictions to allow IP traffic for the giv-
en IP to/from the server specified, but does not bind the IP to the server itself. A heartbeat
facility (such as, keepalived) can then be used within the servers to perform health checks
and manage IP failover. If the configureServer attribute is set to true, the server is config-
ured with the new address, though the address is not enabled.

3 Note

Configuring the server does require a reboot.

This operation requires a request body.

This operation does not return a response body.

Example 3.19. Share IP: JSON Request

{
"sharel p" : {
"shar edl pGroupl d* : 1234,
"configureServer" : true
}
}

Example 3.20. Share IP: XML Request
<?xm version="1.0" encodi ng="UTF- 8" ?>

<sharelp xm ns="http://docs. rackspacecl oud. conf servers/api/vl. 0"
shar edl pGr oupl d="1234" confi gureServer="true" />
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3.2.5. Unshare an IP Address

Verb

URI

Description

DELETE

/servers/i d/ips/public/addr ess

Removes a shared IP address from the spec-
ified server.

Normal Response Code: 202

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), badMediaType(415), itemNotFound (404), overLimit (413)

‘ Status Transition:

‘ACTI VE - DELETE_| P— ACTI VE

This operation removes the specified shared IP address from the specified server.

Specify the following parameters in the URI:

id

The server ID.

addr ess The shared IP address.

This operation does not contain a request body or return a response body.
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3.3. Server Actions

3.3.1. Reboot Server

Verb URI Description

POST /servers/i d/action Reboots the specified server.

Normal Response Code: 202

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), badMediaType(415), itemNotFound (404), buildinProgress (409),
overLimit (413)

Status Transition: ACTI VE - REBOOT — ACTI VE (soft reboot)
ACT| VE - HARD_REBQOOT — ACTI VE (hard reboot)

The reboot function allows for either a soft or hard reboot of a server. With a soft reboot
(SOFT), the operating system is signaled to restart, which allows for a graceful shutdown of
all processes. A hard reboot (HARD) is the equivalent of power cycling the server.

c Important

During 2015, all First Generation servers will be migrated to Next Generation
servers, on a rolling basis.

Notification from Rackspace will be sent to customers informing them of their
30-day window to complete the migration of the specified servers. If you take
no action, your server will be migrated for you.

To migrate your servers, during your migration window, simply perform a SOFT
reboot, either from the Control Panel or by using the reboot API operation. The
migration process will preserve all data and configuration settings.

During the 30-day migration window, performing a HARD reboot will reboot
the server without triggering the migration.

You can see information about your migration window's open and close
dates, use the Get Server Details operation, and look in the metadata
section of the response for "FG2NG_self_migration_available_till" and
"FG2NG_self_migration_available_from" key pairs. If your migration window
has not been scheduled, you will not see these metadata keys.

For more information about the server migration see the Knowledge Center ar-
ticle: First Generation to Next Generation cloud server migration FAQ

This operation requires a request body.

This operation does not return a response body.
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Example 3.21. Reboot Server: JSON Request
{
"reboot" : {
"type" : "HARD'
}
}

Example 3.22. Reboot Server: XML Request

<?xm version="1.0" encodi ng="UTF- 8" ?>

<reboot xm ns="http://docs. rackspacecl oud. conf servers/api/vl. 0"

t ype="HARD"'/ >
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3.3.2. Rebuild Server

Verb URI Description

POST /servers/i d/action Rebuilds the specified server.

Normal Response Code: 202

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), badMediaType (415), itemNotFound (404), buildinProgress (409),
serverCapacityUnavailable (503), overLimit (413)

Status Transition:

ACTI VE - REBUI LD — ACTI VE

ACTI VE —» REBUI LD — ERROR (on error)

The rebuild function removes all data on the server and replaces it with the specified image.
serverld and IP addresses will remain the same.

Example 3.23. Rebuild Server: JSON Request

{

"rebuild" :

{

"imagel d* : "115"

}
}

Example 3.24. Rebuild Server: XML Request

<?xm version="1.0" encodi ng="UTF- 8" ?>

<rebuild xm ns="http://docs. rackspacecl oud. conf servers/api/vl. 0"
i magel d="115"/>

This operation does not return a response body.
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3.3.3. Resize Server

Verb URI Description

POST /servers/i d/action Resizes the specified server.

Normal Response Code: 202

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), badMediaType(415), itemNotFound (404), buildinProgress (409),
serverCapacityUnavailable (503), overLimit (413), resizeNotAllowed (403)

Status Transition:

ACTI VE - QUEUE_RESI ZE — PREP_RESI ZE - RESI ZE - VERI FY_RESI ZE

ACTI VE - QUEUE_RESI ZE — ACTI VE (on error)

The resize operation converts an existing server to a different flavor, in essence, scaling the
server up or down. The original server is saved for a period of time to allow rollback if there
is a problem. All resizes should be tested and explicitly confirmed, at which time the original
server is removed. All resizes are automatically confirmed after 24 hours if they are not ex-
plicitly confirmed or reverted.

This operation does not return a response body.

Example 3.25. Resize Server: JSON Request

{

"resize" :

{

"flavorld" : 3

}
}

Example 3.26. Resize Server: XML Request

<?xm version="1.0" encodi ng="UTF- 8" ?>

<resi ze xm ns="http://docs. rackspacecl oud. conif servers/api/vl. 0"
flavorld="3"/>
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3.3.4. Confirm Resized Server

Verb

URI

Description

POST

/servers/i d/action

Confirms a pending resize action.

Normal Response Code: 204

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), badMediaType(415), itemNotFound (404), buildinProgress (409),

serverCapacityUnavailable (503), overLimit (413), resizeNotAllowed (403)

‘ Status Transition:

‘VERI FY_RESI ZE - ACTI VE

During a resize operation, the original server is saved for a period of time to allow roll back
if there is a problem. Once the newly resized server is tested and has been confirmed to be
functioning properly, use this operation to confirm the resize. After confirmation, the origi-
nal server is removed and cannot be rolled back to. All resizes are automatically confirmed

after 24 hours if they are not explicitly confirmed or reverted.

This operation does not return a response body.

Example 3.27. Confirm Resize: JSON Request

"confirnResize" : null

Example 3.28. Confirm Resize: XML Request

<?xm version="1.0" encodi ng="UTF- 8" ?>

<confirnResize xm ns="http://docs.rackspacecl oud. com servers/api/vl. 0" />
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3.3.5. Revert Resized Server

Verb

URI

Description

POST

/servers/i d/action

Cancels and reverts a pending resize action.

Normal Response Code: 202

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), badMediaType(415), itemNotFound (404), buildinProgress (409),
serverCapacityUnavailable (503), overLimit (413), resizeNotAllowed (403)

‘ Status Transition:

‘VERI FY_RESI ZE - ACTI VE

During a resize operation, the original server is saved for a period of time to allow for roll
back if there is a problem. If you determine there is a problem with a newly resized server,
use this operation to revert the resize and roll back to the original server. All resizes are au-
tomatically confirmed after 24 hours if they have not already been confirmed explicitly or

reverted.

Example 3.29. Revert Resize: JSON Request

"revert Resi ze" : null

Example 3.30. Revert Resize: XML Request

<?xm version="1.0" encodi ng="UTF- 8" ?>

<revertResi ze xm ns="http://docs.rackspacecl oud. com servers/api/vl. 0" />

This operation does not return a response body.
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3.4. Flavors

A flavor is an available hardware configuration for a server. Each flavor has a unique combi-
nation of disk space and memory capacity.

3.4.1. List Flavors

Verb URI Description
GET /flavors Lists IDs and names for available flavors.
GET /flavors/detail Lists all details for available flavors.

Normal Response Codes: 200 and 203

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), overLimit (413)

This operation lists all available flavors with details.
This operation does not require a request body.

This operation returns a response body.

Example 3.31. List Flavors: JSON Response (detail)

{
"flavors": [

{
"di sk": 10,
"id" 1,
"nane": "256 server",
"ram': 256

b,

{
"di sk": 20,
"id": 2,
"nane": "512 server",
"ram': 512

}s

{
"di sk": 40,
"id": 3,
"name": "1@B server",
"ram': 1024

Be

{
"di sk": 80,
"id": 4,
"nanme": "2GB server",
"ranl': 2048

b

{
"di sk": 160,
"id": 5,
"nane": "4@B server",
"ram': 4096

},
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{
"di sk": 320,
"id": 6,
"nane": "8GB server",
"ram': 8192

Be

{
"di sk": 620,
“id': 7,
"name": "15.5GB server",
"ran': 15872

Be

{
"disk": 1200,
"id": 8,
"nanme": "30GB server",
"ranl: 30720

}

|
}

Example 3.32. List Flavors: XML Response (detail)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
http://docs. rackspacecl oud. conl servers/api/vl. 0">

<flavors xm ns="

<flavor disk="10" ram="256" nanme="256 server" id="1"/>
<flavor disk="20" ram="512" nane="512 server" id="2"/>
<flavor di sk="40" ram="1024" nane="1GB server" id="3"/>
<flavor disk="80" ram="2048" nane="2GB server" id="4"/>

<fl avor disk="160" ranr"4096" nanme="4GB server" id="5"/>
<flavor disk="320" ran¥"8192" nane="8GB server" id="6"/>
<flavor disk="620" ram="15872" nane="15.5GB server" id="7"/>
<fl avor disk="1200" ran¥"30720" nanme="30GB server" id="8"/>

</fl avors>
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3.4.2. Get Flavor Details

Verb URI Description

GET /flavors/i d Lists details for the specified flavor.

Normal Response Codes: 200 and 203

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), itemNotFound (404), overLimit (413)

This operation returns details for the specified flavor.

This operation does not require a request body.

Example 3.33. Get Flavor Details: JSON Response

{
"flavor": ({
"di sk": 20,
"id": 2,
"name": "512 server",
"ranmt': 512
}
}

Example 3.34. Get Flavor Details: XML Response

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<flavor xm ns="http://docs. rackspacecl oud. conf servers/api/vl. 0"
di sk="20" ram="512" nanme="512 server" id="2"/>
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3.5. Images

An image is a collection of files you use to create or rebuild a server. Rackspace provides
pre-built OS images by default. You may also create custom images.

3.5.1. List Images

Verb URI Description
GET /images
GET /images/detail

Lists IDs and names for available images.

Lists all details for available images.

Normal Response Codes: 200 and 203

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), overLimit (413)

This operation lists all images visible by the account.

The status for in-flight images is SAVI NG The conditional progress element indicates the
percentage completion and is from 0 to 100. Other possible values for the status attribute
include: UNKNOMN, PREPARI NG, ACTI VE, QUEUED, FAI LED. Images with an ACTI VE status
are available for install.

This operation does not require a request body.

Example 3.35. List Images: JSON Response (detail)
{

"i mages": [
{
"id": 118,
"name": "CentCS 6.0",
"status": "ACTIVE",
"updat ed": "2011-08-17T05:11: 30- 05: 00"

e
{

"id": 125,

"nane": "Ubuntu 12.04 LTS",

"status": "ACTI VE",

"updat ed": "2012-05-03T07:21: 06- 05: 00"
e
{

"id": 104,

"name": "Debian 6 (Squeeze)",

"status": "ACTIVE",

"updat ed": "2011-08-17T05: 11: 30- 05: 00"
Ji <
{

"id": 107,

"name": "FreeBSD 9. 0",

"status": "ACTIVE",

"updat ed": "2012-04-24T10: 48: 08- 05: 00"
Ji <
{

"id": 24,
"nane": "W ndows Server 2008 SP2 x64",
"status": "ACTIVE",
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St andard”,

04- 06: 00"

23-05: 00"

56- 05: 00"

R2 x64",

17-06: 00"

30- 05: 00"

30- 05: 00"

01- 05: 00"

30- 05: 00"

SP2 x86 + SQL Server 2008 R2

56- 05: 00"

21- 06: 00"

"updat ed": "2010-01-26T12:07:
"id": 127,

"nane": "CentCS 6. 3",
"status": "ACTI VE",

"updat ed": "2012-07-09T12: 15:
"id": 109,

"nane": "openSUSE 12",
"status": "ACTIVE",

"updat ed": "2011-11-03T06: 28:
"id": 85,

"nane": "W ndows Server 2008
"status": "ACTIVE",

"updat ed": "2010-01-26T12: 07:
"id": 110,

"name": "Red Hat Enterprise Linux 5.5",
"status": "ACTIVE",

"updat ed": "2011-08-17T05: 11:
"id": 114,

"nane": "CentCS 5.6",
"status": "ACTI VE",

"updat ed": "2011-08-17T05: 11:
"id": 112,

"nane": "Ubuntu 10.04 LTS",
"status": "ACTIVE",

"updat ed": "2011-04-21T10: 24:
"id": 103,

"name": "Debian 5 (Lenny)",
"status": "ACTIVE",

"updat ed": "2011-08-17T05: 11:
"id": 56,

"nanme": "Wndows Server 2008
"status": "ACTI VE",

"updat ed": "2010-09-17T07: 12:
"id": 122,

"nane": "CentCS 6. 2",
"status": "ACTIVE",

"updat ed": "2012-02-06T04: 34:
"id": 100,

name": "Arch 2012. 08",
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St andar d",

St andar d",

H
{

"status": "ACTI VE",

"updat ed": "2011-09-12T09: 09:
"id": 31,

"nane": "W ndows Server 2008
"status": "ACTIVE",

"updat ed": "2010-01-26T12: 07:
"id": 91,

"nanme": "Wndows Server 2008

"status": "ACTIVE",

"updat ed": "2012-04-24T16: 44:

“id": 111,

23-05: 00"

SP2 x86",

44-06: 00"

R2 x64 + SQL Server 2012 Standard",

01- 05: 00"

"name": "Red Hat Enterprise Linux 6",

"status": "ACTIVE",

"updat ed": "2011-09-12T10: 53:
"id": 92,
"nane": "W ndows Server 2008

"status": "ACTI VE",

"updat ed": "2012-04-24T16: 44:
"id": 57,
"nanme": "W ndows Server 2008

"status": "ACTIVE",

"updat ed": "2010-09-17T07: 16:
"id": 120,
"nane": "Fedora 16",

"status": "ACTI VE",

"updat ed": "2012-01-03T04: 39:
"id": 86,
"nane": "W ndows Server 2008

"status": "ACTIVE",

"updat ed": "2010-09-17T07:19:

"id": 115,
"nane": "Uobuntu 11.04",
"status": "ACTIVE",

"updat ed": "2011-08-17T05: 11:
"id": 116,
"nane": "Fedora 15",

"status": "ACTI VE",

"updated": "2011-08-17T05: 11:

12-05: 00"

R2 x64 + SQ. Server 2012 Web",

01-05: 00"

SP2 x64 + SQL Server 2008 R2

25- 05: 00"

05-06: 00"

R2 x64 + SQL Server 2008 R2

20- 05: 00"

30- 05: 00"

30- 05: 00"
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"id": 108,
"name": "Gentoo 12. 3",
"status": "ACTIVE",
"updated": "2011-11-01T08: 32: 30- 05: 00"
b
{
"id": 126,
"nane": "Fedora 17",
"status": "ACTI VE",
"updat ed": "2012-05-29T17:11: 45-05: 00"
b,
{
"id": 121,
"name": "CentOS 5. 8",
"status": "ACTI VE",
"updat ed": "2012-05-04T10: 51: 28- 05: 00"
Be
{
"id": 89,
"nane": "W ndows Server 2008 R2 x64 + SQ. Server 2008 R2 Web",
"status": "ACTIVE",
"updat ed": "2011-10-04T08: 39: 34- 05: 00"
b
{
"id": 119,
"nane": "Uobuntu 11.10",
"status": "ACTIVE",
"updat ed": "2011-11-03T08:55: 15- 05: 00"
}
]
}

Example 3.36. List Images: XML Response (detail)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<i mages xm ns="http://docs. rackspacecl oud. conf servers/api/vl. 0">

<i mage st atus="ACTI VE" updat ed="2011-08-17T05: 11:
name="Cent OS 6. 0" id="118"/>

<i mage status="ACTI VE" updat ed="2012-05-03T07: 21:
name="Ubuntu 12. 04 LTS" id="125"/>

<i mage st atus="ACTI VE' updat ed="2011-08-17T05: 11:
nanme="Debi an 6 (Squeeze)" id="104"/>

<i mage st atus="ACTI VE' updat ed="2012- 04- 24T10:
name="FreeBSD 9. 0" id="107"/>

<i mage status="ACTI VE" updat ed="2010-01-26T12:
name="W ndows Server 2008 SP2 x64" id="24"/>

<i mage status="ACTI VE" updat ed="2012-07-09T12: 15:
name="Cent OS 6. 3" id="127"/>

<i mage st atus="ACTI VE" updat ed="2011-11-03TO06:
nanme="openSUSE 12" id="109"/>

<i mage st atus="ACTI VE' updat ed="2010-01-26T12: 07:
name="W ndows Server 2008 R2 x64" id="85"/>

<i mage st atus="ACTI VE" updat ed="2011-08-17T05: 11:
name="Red Hat Enterprise Linux 5.5" id="110"/>

<i mage status="ACTI VE" updat ed="2011-08-17T05: 11:
name="Cent OS 5. 6" id="114"/>

<i mage st atus="ACTI VE" updat ed="2011-04-21T10: 24:
name="Ubuntu 10.04 LTS" id="112"/>

<i mage st atus="ACTI VE' updat ed="2011-08-17T05: 11:
nanme="Debi an 5 (Lenny)" id="103"/>

48:

07:

28:

30- 05:

06- 05:

30- 05:

08- 05:

04- 06:

23-05:

56- 05:

17- 06:

30- 05:

30- 05:

01- 05:

30- 05:

00"

00"

00"

00"

00"

00"

00"

00"

00"

00"

00"

00"
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<i mage status="ACTI VE" updat ed="2010-09-17T07: 12: 56- 05: 00"
nane="W ndows Server 2008 SP2 x86 + SQ. Server 2008 R2 Standard"
i d="56"/>

<i mage st atus="ACTI VE' updat ed="2012-02- 06T04: 34: 21- 06: 00"
name="Cent OS 6. 2" id="122"/>

<i mage st atus="ACTI VE" updat ed="2011-09-12T09: 09: 23- 05: 00"
name="Arch 2012. 08" id="100"/>

<i mage st atus="ACTI VE" updat ed="2010-01-26T12: 07: 44- 06: 00"
name="W ndows Server 2008 SP2 x86" id="31"/>

<i mage st atus="ACTI VE' updat ed="2012- 04- 24T16: 44: 01- 05: 00"
name="W ndows Server 2008 R2 x64 + SQ. Server 2012 Standard"
id="91"/>

<i mage st atus="ACTI VE" updat ed="2011-09-12T10: 53: 12- 05: 00"
name="Red Hat Enterprise Linux 6" id="111"/>

<i mage st atus="ACTI VE' updat ed="2012- 04-24T16: 44: 01- 05: 00"
name="W ndows Server 2008 R2 x64 + SQ. Server 2012 Wb"
id="92"/>

<i mage st atus="ACTI VE' updat ed="2010-09-17T07: 16: 25- 05: 00"
nane="W ndows Server 2008 SP2 x64 + SQ. Server 2008 R2 Standard"
i d="57"/>

<i mage st atus="ACTI VE" updat ed="2012-01-03T04: 39: 05- 06: 00"
name="Fedora 16" id="120"/>

<i mage st atus="ACTI VE' updat ed="2010-09-17T07: 19: 20- 05: 00"
name="W ndows Server 2008 R2 x64 + SQ. Server 2008 R2 Standard"
i d="86"/>

<i mage st atus="ACTI VE' updat ed="2011-08-17T05: 11: 30- 05: 00"
name="Ubuntu 11. 04" id="115"/>

<i mage st atus="ACTI VE' updat ed="2011-08-17T05: 11: 30- 05: 00"
name="Fedora 15" id="116"/>

<i mage st atus="ACTI VE" updat ed="2011-11-01T08: 32: 30- 05: 00"
name="Gent oo 12.3" id="108"/>

<i mage st atus="ACTI VE" updat ed="2012-05-29T17: 11: 45- 05: 00"
name="Fedora 17" id="126"/>

<i mage st atus="ACTI VE' updat ed="2012- 05- 04T10: 51: 28- 05: 00"
name="Cent OS 5. 8" id="121"/>

<i mage st atus="ACTI VE' updat ed="2011-10-04T08: 39: 34- 05: 00"
name="W ndows Server 2008 R2 x64 + SQ. Server 2008 R2 Web"
i d="89"/>

<i mage st atus="ACTI VE' updat ed="2011-11-03T08: 55: 15- 05: 00"
name="Ubuntu 11.10" id="119"/>

</ i mages>

3.5.2. Create Image

Verb URI Description

POST /images Creates a new image.

Normal Response Code: 202

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badMediaType(415), itemNotFound (404), badRequest (400), serverCapacityUnavail-
able (503), buildInProgress (409), resizeNotAllowed (403), backupOrResizelnProgress (409),
overLimit (413)

Status Transition: QUEUED — PREPARI NG— SAVI NG— ACTI VE
QUEUED — PREPARI NG— SAVI NG— FAI LED (on error)
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This operation creates a new image for the given server ID. Once complete, a new image
will be available that can be used to rebuild or create servers. The image creation status can
be queried by performing a GET on /images/i d and examining the status and progress at-
tributes.

3 Note

At present, image creation is an asynchronous operation, so coordinating the
creation with data quiescence, etc. is currently not possible.

Example 3.37. Create Image: JSON Request

{
"i mage" : {
"serverld" : 12,
"nane" : "Just in case"
}
}

Example 3.38. Create Image: JSON Response

{
"i mage" : {
"id" o 22,
"serverld" : 12,
"nanme" : "Just in case",
"created" : "2010-10-10T12: 00: 00Z",
"status" : "SAVING',
"progress" : O
}
}

Example 3.39. Create Image: XML Request

<?xm version="1.0" encodi ng="UTF- 8" ?>

<i mage
xm ns="http://docs.rackspacecl oud. com servers/api/vl. 0"
name="Just in case"
serverld="12"/>

Example 3.40. Create Image: XML Response

<?xm version="1.0" encodi ng="UTF- 8" ?>

<i mage
xm ns="http://docs.rackspacecl oud. com servers/api/vl. 0"
i d="22"

nanme="Just in case"

creat ed="2010- 10- 10T12: 00: 00Z"
st at us=" SAVI NG'

progress="0"

serverld="12"/>
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3.5.3. Get Image Details

Verb URI Description

GET /images/i d Lists details for the specified image.

Normal Response Codes: 200 and 203

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), itemNotFound (404), overLimit (413)

This operation returns details of the specified image.

3 Note

The response body does not include the serverld field. To retrieve the serverld
field, get details for all images. See Section 3.5.1, “List Images” [47]

This operation does not require a request body.

Example 3.41. Get Image Details: JSON Response

{
"image": {
"created": "2011-11-03TO08: 55: 15-05: 00",
"id": 119
"nanme": "Ubuntu 11.10"
"status": "ACTIVE",
"updated": "2011-11-03T08: 55: 15- 05: 00"
}
}

Example 3.42. Get Image Details: XML Response

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<i mage xm ns="http://docs. rackspacecl oud. coni servers/api/vl. 0"
st at us="ACTI VE" created="2011-11-03T08: 55: 15- 05: 00"
updat ed="2011- 11- 03T08: 55: 15- 05: 00" nane="Ubuntu 11. 10"
id="119"/>
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3.5.4. Delete Image

Verb URI Description

DELETE /images/i d Deletes the specified image.

Normal Response Code: 204

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized

(401), itemNotFound (404), overLimit (413)

This operation deletes an image from the system.

Images are immediately removed. Currently, there are no state transitions to track the
delete operation.

This operation does not require a request body.

This operation does not contain a response body.

54



RECATED - DEPRECATED - DEPRECATED - DEPRECATED - DEPRECATED - DEPRECATED - DEPREC,

First Generation Cloud Servers™

Dev Guide

January 12, 2016

APIv1.0

3.6. Backup Schedules

In addition to creating images on demand, you may also schedule periodic (daily and week-
ly) images through a backup schedule. The daily and weekly images are triggered automat-
ically based on the backup schedule established. The days/times specified for the backup

schedule are targets and actual start and completion times may vary based on other activity

in the system. All backup times are in GMT.

Table 3.3. Weekly Backup Schedule

Value Day
DISABLED Weekly backup disabled
SUNDAY Sunday
MONDAY Monday
TUESDAY Tuesday
WEDNESDAY Wednesday
THURSDAY Thursday
FRIDAY Friday
SATURDAY Saturday
Table 3.4. Daily Backup Schedule

Value Hour Range
DISABLED Daily backups disabled
H_0000_0200 0000-0200
H_0200_0400 0200-0400
H_0400_0600 0400-0600
H_0600_0800 0600-0800
H_0800_1000 0800-1000
H_1000_1200 1000-1200
H_1200_1400 1200-1400
H_1400_1600 1400-1600
H_1600_1800 1600-1800
H_1800_2000 1800-2000
H_2000_2200 2000-2200
H_2200_0000 2200-0000
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3.6.1. List Backup Schedules

Verb

URI

Description

GET

/servers/i d/backup_schedule

Lists the backup schedule for the specified
server.

Normal Response Codes: 200 and 203

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), itemNotFound (404), overLimit (413)

This operation lists the backup schedule for the specified server.

This operation does not require a request body.

Example 3.43. List Backup Schedule: JSON Response

"backupSchedul e" : {

"enabl ed" : true,
"weekl y* : " THURSDAY",
"daily" : "H_0400_0600"

Example 3.44. List Backup Schedule: XML Response

<?xm version="1.0" encodi ng="UTF- 8" ?>

<backupSchedul e
xm ns="http://docs.rackspacecl oud. conl servers/api/vl. 0"
enabl ed="true" weekl y="THURSDAY" dail y="H 0400_0600" />
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3.6.2. Create / Update Backup Schedule

Verb URI Description

POST /servers/i d/backup_schedule

Enables a new backup schedule or updates
an existing backup schedule for the speci-
fied server.

Normal Response Code: Accepted (202)

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), badMediaType(415), itemNotFound (404), buildinProgress (409),

serverCapacityUnavailable (503), backupOrResizelnProgress(409), overLimit (413)

This operation creates a new backup schedule or updates an existing backup schedule for
the specified server. Backup schedules will occur only when the enabled attribute is set to
true. The weekly and daily attributes can be used to set or to disable individual backup

schedules.

This operation does not return a response body.

Example 3.45. Update Backup Schedule: JSON Request

{
"backupSchedul e" : {
"enabl ed" : true,
"weekl y* : " THURSDAY",
"daily" : "H 0400_0600"
}
}

Example 3.46. Update Backup Schedule: XML Request
<?xm version="1.0" encodi ng="UTF- 8" ?>

<backupSchedul e

xm ns="http://docs.rackspacecl oud. com servers/api/vl. 0"
enabl ed="true" weekl y="THURSDAY" dail y="H_0400_0600" />
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3.6.3. Disable Backup Schedule

Verb

URI

Description

DELETE

/servers/i d/backup_schedule

Disables the backup schedule for the speci-
fied server.

Normal Response Code: 204

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), itemNotFound (404), buildInProgress (409), serverCapacityUnavailable (503), backu-
pOrResizelnProgress(409), overLimit (413)

This operation disables the backup schedule for the specified server.

This operation does not require a request body.

This operation does not return a response body.

58



RECATED - DEPRECATED - DEPRECATED - DEPRECATED - DEPRECATED - DEPRECATED - DEPREC,

First Generation Cloud Servers™ January 12, 2016 APIv1.0
Dev Guide

3.7. Shared IP Groups

A shared IP group is a collection of servers that can share IPs with other members of the
group. Any server in a group can share one or more public IPs with any other server in the
group. With the exception of the first server in a shared IP group, servers must be launched
into shared IP groups. A server can be a member of only one shared IP group.

3.7.1. List Shared IP Groups

Verb URI Description
GET /shared_ip_groups Lists IDs and names for shared IP groups.
GET /shared_ip_groups/detail Lists all details for shared IP groups.

Normal Response Codes: 200 and 203

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), overLimit (413)

This operation provides a list of shared IP groups associated with your account.

This operation does not require a request body.

Example 3.47. List Shared IP Groups: JSON Response (detail)

{
"shar edl pG oups" : |
{
"id" o 1234,
"name" : "Shared IP Goup 1",
"servers" : [422, 3445]
i
{
"id" : 5678,
"name" : "Shared IP Goup 2",
"servers" : [23203, 2456, 9891]
}
]
}

Example 3.48. List Shared IP Groups: XML Response (detail)
<?xm version="1.0" encodi ng="UTF- 8" ?>

<shar edl pG- oups
xm ns="http://docs.rackspacecl oud. conl servers/api/vl. 0">
<shar edl pGroup id="1234" nanme="Shared IP G oup 1">
<servers>
<server id="422" />
<server id="3445" />
</ servers>
</ shar edl pG oup>
<shar edl pGoup i d="5678" nanme="Shared |P G oup 2">
<server s>
<server id="23203"/>
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<server id="2456" />
<server id="9891" />
</ server s>
</ shar edl pG oup>
</ shar edl pG oups>

3.7.2. Create Shared IP Group

Verb URI Description

POST /shared_ip_groups Creates a shared IP group.

Normal Response Code: 201

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badMediaType(415), badRequest (400), overLimit (413)

This operation creates a new shared IP group.

3 Note

When you create a shared IP group, you can add only one existing server to
that group. That is your only chance to add an existing server. This is a technolo-
gy limitation; IP group sharing depends on the servers being located on specific
hypervisors and therefore, you cannot just assign random servers to the group.
After you create a shared IP group, you add more servers to it when you create
each server. However, you cannot add servers to the group retroactively.

All responses to requests for sharedlpGroup return an array of servers. However, on a cre-
ate request, the shared IP group can be created empty or can be initially populated with a
single server. Submitting a create request with a sharedlpGroup that contains an array of
servers generates a badRequest (400) fault.

This operation requires a request body.

This operation does not return a response body.

Example 3.49. Create Shared IP Group: JSON Request

{
"shar edl pGroup" : {
"name" : "Shared |IP Goup 1",
"server" : 422
}
}

Example 3.50. Create Shared IP Group: JSON Response

{
"shar edl pGroup" : {
"id" o 1234,
"nane" : "Shared IP Goup 1",
"servers" : [422]
}
}
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Example 3.51. Create Shared IP Group: XML Request
<?xm version="1.0" encodi ng="UTF- 8" ?>

<shar edl pGr oup
xm ns="http://docs.rackspacecl oud. com servers/api/vl. 0"
name="Shared IP Goup 1">
<server id="422"/>
</ shar edl pG oup>

Example 3.52. Create Shared IP Group Create: XML Response
<?xm version="1.0" encodi ng="UTF- 8" ?>

<shar edl pGr oup
xm ns="http://docs.rackspacecl oud. com servers/api/vl. 0"
i d="1234" nane="Shared |IP Goup 1">
<server s>
<server id="422"/>
</ servers>
</ shar edl pGr oup>
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3.7.3. Get Shared IP Group Details

Verb URI Description

GET /shared_ip_groups/i d Lists details for the specified shared IP group.

Normal Response Codes: 200 and 203

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized
(401), badRequest (400), itemNotFound (404), overLimit (413)

This operation returns details of the specified shared IP group.

Example 3.53. Get Shared IP Group Details: JSON Response

{
"sharedl pG oup" : {
"id" o 1234,
"name" : "Shared |IP Goup 1",
"servers" : [422]
}
}

Example 3.54. Get Shared IP Group Details: XML Response
<?xm version="1.0" encodi ng="UTF- 8" ?>

<shar edl pGr oup
xm ns="http://docs. rackspacecl oud. conf servers/api/vl. 0"
i d="1234" nane="Shared |IP G oup 1">
<server s>
<server id="422"/>
</ servers>
</ shar edl pG oup>

This operation does not require a request body.
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3.7.4. Delete Shared IP Group

Verb

URI

Description

DELETE

/shared_ip_groups/i d

Deletes the specified shared IP group.

Normal Response Code: 204

Error Response Codes: cloudServersFault (400, 500), serviceUnavailable (503), unauthorized

(401), itemNotFound (404), overLimit (413)

This operation deletes the specified shared IP group. This operation succeeds only if one of
the following conditions is true:

* The group contains no active servers. For example, all servers were deleted.
¢ The group does not contain any servers that are actively sharing IPs.

This operation does not require a request body.

This operation does not contain a response body.
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